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Marco Cianfriglial0000—0002—6775-7804] ¢f 4],
maxterm bits superpoly round
3, 6, 8, 10, 12, 14, 18, 19, 20, 23, 25, 27, 31, 33, 38, 40, 43, 45, 48, 53, 54, 56, 58, 60, 62, 63, 69, 75, 77, 79, | @55 781

(0]
1, 5, 7, 8, 10, 15, 16, 18, 20, 23, 25, 27, 32, 33, 36, 38, 40, 41, 43, 47, 49, 52, 53, 54, 56, 58, 63, 69, 71, 75, | 69 781
77, 80
1,6, 7, 8, 10, 12, 16, 19, 21, 24, 25, 27, 31, 33, 36, 38, 40, 41, 43, 47, 49, 52, 53, 56, 58, 63, 67, 69, 71, 73, | 60 781
77, 80
1,2,3,5,6,7, 8,12, 14, 15, 16, 19, 21, 23, 25, 27, 36, 38, 40, 43, 45, 47, 49, 54, 56, 58, 60, 62, 69, 71, 73, | z51 + 1 781
74, 80
1,2, 5,6, 7,8, 10, 12, 14, 15, 16, 19, 23, 25, 27, 36, 38, 40, 43, 45, 47, 52, 54, 56, 58, 60, 62, 69, 71, 73, | 45 781
76, 79, 80
1,2, 5,6, 7,8, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 43, 45, 47, 49, 52, 54, 56, 58, 62, 65, 69, 71, | 43 + =58 781
73, 76, 80
1, 3,5, 6, 7, 8 10, 12, 14, 15, 16, 19, 23, 27, 33, 36, 38, 40, 43, 45, 47, 52, 54, 56, 58, 60, 62, 69, 71, 73, | @23 781
74, 79, 80
1,3, 6,7, 8, 10, 12, 14, 16, 19, 21, 23, 25, 33, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 65, 69, 71, 75, | xg + ©35 + ®g4 781
77, 79, 80
1,5, 7, 8, 10, 12, 14, 15, 16, 18, 20, 23, 24, 25, 27, 32, 33, 36, 40, 41, 43, 47, 49, 52, 53, 56, 58, 63, 69, 71, | zg7 + 1 781
75, 77, 80
3,5, 6, 8, 10, 12, 14, 16, 18, 19, 20, 23, 24, 25, 27, 31, 33, 38, 43, 45, 48, 53, 54, 56, 58, 60, 62, 63, 69, 75, | =2 781
77, 79. 80
6, 8, 10, 12, 14, 15, 16, 18, 19, 20, 21, 23, 25, 27, 29, 31, 33, 36, 38, 40, 41, 42, 45, 49, 54, 56, 60, 62, 63, | *58 781
69, 73, 75, 80
1,2, 5,6, 7, 8, 10, 12, 14, 15, 16, 19, 23, 27, 36, 38, 40, 43, 45, 47, 49, 52, 54, 56, 58, 60, 62, 69, 71, 73, | =gz + 1 781
74, 76, 79, 80
1, 3, 5, 6, 8, 10, 12, 14, 15, 16, 19, 21, 25, 30, 31, 32, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 63, 69, 23 +j:215+139+z40+z51+I66+’”67+ 781
71, 73, 75, 80 78
T10 T 13 T 14 T T19 T T25 + @28 +
1, 3,5, 6, 8, 12, 14, 15, 16, 19, 21, 25, 27, 31, 33, 38, 40, 41, 43, 45, 47, 48, 49, 50, 53, 54, 56, 60, 63, 69, ®29 + @31 + @37 + @40 + P46 + T52 + 781
71. 73. 75. 80 z53 + z55 + 256 + 57 + 260 + z61 +
r62 + ®g4 + 66 + Tey + T + 1
1, 3, 5, 7, 12, 14, 15, 16, 18, 19, 20, 21, 24, 25, 27, 31, 33, 36, 40, 41, 45, 49, 54, 56, 58, 60, 62, 63, 66, 71, | 57 781
73, 75, 77, 80
1, 3,6, 7,8, 10, 12, 14, 16, 19, 21, 23, 25, 33, 36, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, 65, 69, 71, | w43 + 58 + 264 + ®e6 + 270 781
75, 77, 79, 80
1, 3,5, 6,7, 8 12, 13, 14, 15, 16, 19, 21, 23, 25, 27, 36, 38, 40, 43, 45, 47, 49, 52, 54, 56, 58, 62, 65, 69, | 65 781
71, 73, 76, 79, 80
1,3, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 24, 25, 31, 32, 33, 36, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 63, | wa3 + w39 + w50 + vg6 + w7 + 79 + 1 781
69, 71, 73, 75, 80
zg+w18+w24+w6 + 232 t233+x34+
1,3, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 25, 30, 31, 32, 33, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, 63, | @40 + w51 4 53 + @54 + ©58 + @50 + 781
69, 71, 73, 75, 80 zg4 + g6 + 6] + g9 + xgg + 1
1, 3, 5, 6, 8, 10, 12, 14, 15, 16, 19, 21, 24, 25, 31, 32, 33, 36, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 63, | @52 + ze6 + Te7 + T79 781
69, 71, 73. 75, 80
213 T z14 T 19 + 225 + 227 + 228 T
1,3, 5, 6,8 12, 14, 15, 16, 18, 19, 21, 25, 27, 31, 33, 38, 40, 41, 43, 45, 47, 48, 49, 50, 53, 54, 56, 60, 63, | °29 T 31 + @39 + @41 + w43 + w46 + 781
5 251 + ®52 + @54 + 255 + 56 + 257 +
69, 71, 73, 75, 80
261 + w62 + g4 + 265 +*66 + T69 + 7,
1, 3,5, 6, 8, 12, 14, 15, 16, 18, 19, 24, 25, 27, 31, 32, 33, 36, 38, 40, 41, 45, 47, 48, 49, 53, 54, 56, 60, 63, 216 ij% I;”f;“f;“ + w53 + 781
69. 71, 73, 75. 80 54 + ©56 + 265 + T67 + 80
1,3, 5,6, 8, 12, 14, 15, 16, 19, 21, 24, 25, 30, 31, 32, 33, 36, 38, 40, 41, 45, 47, 49, 50, 53, 54, 56, 60, 63, | wo5 + o7 + w30 + 54 + 57 781
69, 71, 73, 75, 80
1,2,3,5,6, 7,8, 12, 14, 15, 16, 19, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 52, 54, 56, 58, 60, 62, 65, 69, 70, | 42 781
71, 73, 74, 76, 80
1, 3, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 21, 25, 27, 30, 31, 32, 33, 38, 40, 41, 43, 45, 47, 48, 49, 53, 54, 56, | @14 + w29 + z41 + =55 + g1 + Tg2 781
63, 69, T1, 73, 75, 80
1,3, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 24, 25, 31, 32, 33, 36, 38, 40, 41, 43, 45, 47, 48, 49, 50, 53, 54, 56, | =39 + xgg 781
63, 69, 71, 73, 75, 80
1, 3, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 25, 30, 31, 32, 33, 38, 40, 41, 43, 45, 47, 48, 49, 50, 53, 54, 56, 60, | =94 + v55 + 21 + xg6 + ze7 + 1 781
63, 69, 71, 73, 75, 80
1, 3,5, 6, 8, 10, 12, 14, 15, 16, 19, 21, 24, 25, 30, 31, 33, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, 63, 212i?:'*’fi?+132+If01+z‘f:15it 781
69, 70, 71, 73, 75. 80 53 57 58 60 64 80
1,3, 5, 6, 8, 10, 12, 14, 15, 16, 19, 21, 24, 25, 30, 31, 33, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, 63, ?71:32 If“rff’f‘ + @58 + #60 + 781
69, 70, 71, 73, 75. 80 64 T T78 T T80
11 T 24 + @35 + 229 + 230 + 231 T
1,3.5, 6,8 12, 14, 15, 16, 18, 19, 24, 25, 27, 30, 31, 32, 33, 38, 40, 41, 45, 47, 49, 50, 53, 54, 56, 60, 63, | °40 T 41 + @45 + @50 + w52 + w53 + 781
z54 + z56 + *58 + 61 + 265 + Te6 +
69, 70, 71, 73, 75, 80 1
zg7 + g8 + w77 + w79 + ®8o +
14 + %16 + @27 + 229 + 230 + 231 +
1, 3,5, 6, 8, 12, 14, 15, 16, 19, 21, 24, 25, 30, 31, 32, 33, 36, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, | w40 + T41 + w42 + ©43 + 54 + T55 + 781
63, 69, 71, 73, 75, 80 r56 + 57 + ®58 + T4 + w79 +wgg + 1
z28 T =29 T @32 T 233 T x40 T 241 F
1, 3,5, 6, 8, 12, 14, 15, 16, 19, 21, 24, 25, 30, 31, 32, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 60, 63, ®42 + @44 + @50 + @51 + @55 + Ts6 + 781
69. 70. 71. 73. 75. 80 z57 + ¥59 + w61 + re2 + req + Te6 +
r67 + zg8 + w70 + 7 1
38 + #39 + w41 + 44 + @45 + @50 +
1, 3, 5, 6, 8, 12, 14, 15, 16, 19, 21, 24, 25, 30, 31, 33, 36, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, 63, | w51 + T52 + v53 + ¢55 + v57 + w58 + 781
69, 70, 71, 73, 75, 80 60 + *g6 + g + 72 + w78 + w79 + 1
1,8, 5 6,8 12, 14, 15, 16, 10, 21, 24, 25, 31, 33, 36, 38, 40, 41, 43, 45, 47, 48, 49, 50, 53, 54, 56, 60, 63, | 243 T ©50 + @52 + @55 + @58 + w66 + 781

69, 70, 71, 73, 75, 80

@70 + @77 +1

Table 1: Maxterms and superpolys after 781 initialization rounds of Trivium (continue).
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maxterm bits superpoly round
1,5, 6, 8, 12, 14, 15, 16, 18, 19, 24, 25, 27, 30, 31, 32, 33, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, 63, | w41 + 53 + ¢55 + 58 + ©g1 + T8 781
69, 70, 71, 73, 75, 80
1,5 6,8, 12, 14, 15, 16, 18, 19, 24, 25, 27, 30, 31, 32, 33, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, 63, | °29 F T41 + @42 + @53 + w55 + @56 + 781
69, 70, 71, 73, 75, 80 258 + 261 + 264 + 266 + 267 T 68 + 269
1,5, 6, 8, 12, 14, 15, 16, 18, 19, 24, 25, 27, 30, 31, 32, 33, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, 63, 214 i ;”55 + 58 + @61 + Tea + Tee + 781
69, 70, 71, 73, 75. 80 68 80
1, 5, 6, 10, 12, 14, 15, 18, 19, 20, 21, 22, 23, 25, 27, 28, 29, 31, 33, 36, 38, 40, 41, 42, 45, 48, 49, 54, 60, 62, | 64 781
63, 69, 73, 75, 77. 80
5,6, 8, 10, 12, 14, 15, 16, 18, 19, 20, 21, 22, 23, 25, 27, 29, 31, 33, 36, 38, 40, 41, 42, 45, 48, 49, 54, 60, 62, | zgg + 1 781
63, 69, 73, 75, 77, 80
1,2,3,5,6,7, 8, 12, 13, 14, 15, 16, 19, 21, 23, 27, 33, 36, 38, 40, 43, 45, 47, 52, 54, 56, 58, 60, 62, 69, 70, | <56 781
71, 73, 74, 76, 79, 80
1, 3,5, 6,7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 33, 36, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 65, 69, | =21 + v36 + w48 + v58 + zg3 + 1 781
71, 74, 75, 77, 78, 79, 80
1, 3,5, 6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 33, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 65, 69, | wi9+wor+eis+rs4+rea+ree+T7a+1 781
71, 74, 75, 77. 78, 79, 80

5 T g + x4 Fax26 T 232 T 233 F239 F
1, 3, 5, 6, 8, 12, 14, 15, 16, 18, 19, 24, 25, 30, 31, 32, 33, 36, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, 60, | 40 i Ta1 1142 T raa 1 w47 + 251 + 781
63, 69, 70, 71, 73, 75, 80 *54 + @57 + @59 + @60 + P65 + Tee +

R zg8 + Tg9 + T78 + *79

1, 3,5, 6, 8, 12, 14, 15, 16, 19, 21, 25, 27, 31, 32, 33, 36, 38, 40, 41, 45, 47, 49, 50, 53, 54, 56, 60, 63, 69, | zo5 + x5 + 1 782
71, 73, 75, 80
1, 5, 6, 7, 8, 10, 12, 14, 15, 19, 21, 24, 25, 27, 31, 36, 38, 39, 40, 41, 45, 47, 49, 53, 56, 58, 62, 63, 66, 69, | 40 782
71, 73, 77
1, 3,5, 6, 7, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 65, 69, | zg5 + 1 782
71, 74, 75, 77, 78

z13 T 16 T ®19 T 225 + 229 + 233 +

z35 + #36 + ®37 + 38 + 39 + w40 +
1, 3, 5, 6, 10, 12, 14, 15, 16, 18, 19, 21, 25, 27, 31, 32, 33, 38, 40, 41, 43, 45, 47, 48, 49, 50, 53, 54, 56, 60, | @40 + w45 + 51 + @52 + ©53 + 54 + 782
63, 69, 71, 73, 75, 80 T55 + Tg2 + T3 + Tea + Tes + TeT +

zgo t @79 27y @73+ w79 fagg + 1
5,7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 34, 36, 38, 40, 45, 47, 48, 49, 53, 54, 56, 58, 60, 62, 63, 69, | z3g + 1 783
71, 80
3,5, 6, 7,8, 10, 14, 15, 16, 21, 23, 25, 27, 33, 34, 36, 38, 40, 45, 47, 48, 49, 53, 54, 55, 56, 58, 61, 62, 63, | o7 + 1 783
69, 71, 74, 80
1, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 21, 24, 25, 27, 30, 31, 32, 33, 38, 40, 41, 45, 47, 48, 49, 50, 53, 54, 56, 232 ij‘w:l’”m + 56 + 59 + Te1 + 783
63, 69, 71, 73, 75. 80 62 79
1, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 21, 24, 25, 31, 33, 36, 38, 40, 41, 43, 45, 47, 48, 49, 50, 53, 54, 56, 60, ‘T7+116+‘T40+I431+z49+152+m58+ 783
63, 69, 71, 73, 75. 80 ®62 + ¥70 + ®79 +
1, 3, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 24, 25, 30, 31, 32, 33, 36, 38, 40, 41, 43, 45, 47, 49, 50, 53, 54, 56, | w26 + zgg + zeg + 1 783
60, 63, 69, 71, 73, 75, 80
1, 3, 6, 7, 10, 12, 15, 16, 19, 21, 23, 25, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, 65, 69, 71, 75, | <4 784
77, 80
1, 5, 6, 7, 8, 10, 12, 14, 15, 16, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 55, 56, 58, 60, 62, 63, | =53 + 1 784
67, 69, 71, 80
1, 6, 8, 10, 12, 14, 15, 16, 18, 19, 20, 21, 22, 23, 25, 27, 29, 33, 36, 38, 40, 41, 42, 45, 48, 49, 54, 60, 62, 63, | @37 784
69, 73, 75, 80
3,5, 6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 60, 62, 63, | ©36 784
69, 71, 74, 80
1,5, 6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 29, 31, 33, 36, 38, 40, 41, 45, 47, 49, 53, 58, 60, 63, 71, | w19 + 1 785
75, 76. 80
1, 3, 6, 7, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 63, 65, 69, 71, 74, | 34 785
75, 77, 78, 80
1,5, 6,7, 8, 12, 13, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 52, 54, 56, 58, 60, 62, 69, | 54 785
71, 73, 79, 80
1, 3,5, 6, 7, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 69, 71, | =13 + ®55 + 260 + T4 785
74, 75, 77, 78, 80
1, 3,5, 6,7, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 65, 69, | w3 + w49 + Te4 786
71, 74, 75, 77, 78, 80
1,3,6,7, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, 69, | .14 _t 23 +®a1 + @47+ wag + @50 + 786
71, 74, 75, 77, 78, 80 58 64

z3+wgq +a20 +a22 +230 + 234 + 238+
1,3, 5,6, 7,8, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, | 40 + T42 + T45 + T49 + T51 + €58 + 786
69, 71, 74, 75, 77, 78, 80 rg] + x5 + ®a7 + g + x7o + w7,

g+ w29 +x30+®32 +t @42 ta43+ g9+
1,3, 6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, 71, 75, | w51 +T57+T58+T59+Te0+Te2+T64+ 791
77, 79 z66 t a7 + 68 +®g9 +x7q @70 + 276
1, 3, 6, 7, 8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, 71, 75, m17+”25+w30+$32+”41+m43+"47+1 791
77, 80 z57+re2+re5taeet+rroteretrTa+

@14 + @17 + @26 + w30 + w43 + 247 +
1,3, 6, 7, 8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, 71, 75, | w50 + =57 + v58 + ©59 + Tg5 + 70 + 791
77, 80 @70 + w74 + TPT 4 1
1,38, 5, 6,7, 8, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 56, 58, 63, 65, 69, 71, | 212+ ¥26 @30+ @39+ea) +@45 247+ 791
5. 77, 79 z57 tesg+r59tare2treatargtaretl

z5 tx18 Fx20 Tx26 Fz2g Fz29 F230 T
1,3, 5,6, 7,8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 65, ®31 + @32 + @41 + @42 + 244 + @50 + 791

69, 71, 75, 77

251 + z56 + 57 + 22 + T4 + 267 +
zgg twyg w7y t o a7y fegg +1

Table 1: Maxterms and superpolys after 781 initialization rounds of Trivium (continue).
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maxterm bits superpoly round
1,3, 5,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 21+j2m8+z32+$47+w58+m59+262+ 791
65, 69, 71, 75, 77 64 74

T10 T 11 T 12 T 13 T T15 T 17 +

z19 + w20 + w29 + ®31 + @32 + w33 +
1,3, 5, 6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 65, | 37 + ©39 + x40 + ©41 + 42 + €44 + 791
69, 71, 75, 77, 80 246 + 48 + 49 + 250 + 253 + 257 +

zgq +rg7r +x70 t @7y t 276 278 +*79
1,5, 6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 29, 31, 33, 36, 38, 40, 41, 42, 45, 47, 49, 53, 58, 63, 69, | =61 791
71, 72, 76, 79, 80
1,3, 6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 69, | w43 + @47 + v58 + 70 + @74 + 1 791
71, 74, 75, 77, 78, 80

T12 T 17 + @26 T 27 T @29 T @30 T
1,3.5, 6,7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, | 232 T 40 + @43 + @45 + w46 + ©49 + 792
71, 75, 77. 80 253 + z54 + 56 + 259 + 262 + Tea +

R z65 + Ta7 + Tg9 + 7 + w74 + T75

1,3, 5,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 63, 112+114+126+z30+140+141+I47t 792
69, 71, 75, 77, 78, 79, 80 r48tes6tTeeTreTtres toTat TS+
1,3, 5,6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 63, | 16 + €43 + T56 792
69, 71, 74, 75, 77, 78. 79, 80

z14 + z16 + 226 + 229 + 230 + 241 +
1, 3,5, 6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, | w45 + =55 + v56 + ©59 + g2 + €64 + 792
65, 69, 71, 75, 77, 78, 79, 80 z66 + g8 + w7 +T7) @7 +1
1, 3, 6, 7, 8, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, 69, | w45 + z72 793
71, 75, 77, 80
1,6, 7, 8, 10, 12, 14, 16, 19, 21, 23, 25, 27, 30, 31, 33, 38, 40, 43, 45, 47, 49, 51, 52, 56, 58, 63, 67, 69, 71, | =19 + x55 798
73, 77, 80
1, 3,5, 6, 7, 8 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 65, 69, | z3¢ + ®52 + 260 + ©63 798
71, 74, 75, 77, 80
1,3, 5,6, 7,8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, ®6 + 11 + @25 + 233+ 236+ 253 +@60 + 798

69, 71, 74, 75, 77, 80

zg2 + 63 + Te4 + @79

Table 1: Maxterms and superpolys after 781 initialization rounds of Trivium.
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71, 75, 77,

80

w44 t+ag5+ o4 t+rar +r4gt+aso o5+
z53+w56+ 259 +Te0 + 264 +Te7 T8t
z70 t o7y * w7y twgg + w78 fegg + 1

maxterm bits superpoly round
1, 3, 6, 7, 10, 12, 15, 16, 19, 21, 23, 25, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, 65, 69, 71, 75, | 4 784
77, 80
1, 5, 6, 8, 10, 12, 14, 15, 16, 18, 19, 20, 21, 23, 25, 27, 29, 31, 33, 36, 38, 40, 41, 42, 45, 49, 54, 60, 62, 69, | *60 784
73, 75, 80
5,6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 67, | z56 + 1 784
69, 71, 80

22 Fxg Fx13FargFaoz o2z F230+
1,3, 5 6,7, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, 65, 69, | ~36 T 738 1’ 39 + #40 + T4z + w47 4 784
71,75, 7. 78 w48 + 51 + T56 + w65 + 67 + 68 +

7 z69 + T74 + @75

1, 3, 5, 6, 8, 10, 12, 14, 15, 16, 19, 21, 25, 30, 31, 32, 33, 38, 40, 41, 43, 45, 47, 48, 49, 50, 53, 54, 56, 63, | ©38 784
69, 71, 75, 80
1,3, 6, 7, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, 69, 71, | x38 + z47 + =74 784
75, 77, 78, 79
1,5, 6,7, 8,10, 12, 14, 15, 16, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 55, 56, 58, 60, 62, 63, | x53 + 1 784
67, 69, 71, 80
1, 5, 6, 7, 8, 10, 12, 14, 15, 16, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 67, | <58 784
69, 71. 74, 80
1, 6, 8, 10, 12, 14, 15, 16, 18, 19, 20, 21, 22, 23, 25, 27, 29, 33, 36, 38, 40, 41, 42, 45, 48, 49, 54, 60, 62, 63, | @37 784
69, 73, 75, 80
1, 6, 8, 10, 12, 14, 15, 16, 18, 19, 20, 21, 22, 23, 25, 27, 29, 33, 36, 38, 40, 41, 45, 48, 49, 54, 56, 60, 62, 69, | *64 784
73, 75, 77, 80
3, 5,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 60, 62, 63, | =36 784
69, 71, 74, 80
6, 8, 10, 12, 14, 15, 16, 18, 19, 20, 21, 22, 23, 25, 27, 29, 33, 36, 38, 40, 41, 45, 48, 49, 54, 56, 60, 62, 63, | T66 784
69, 73, 75, 77, 80
5, 6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 34, 36, 38, 40, 43, 45, 47, 49, 53, 54, 55, 56, 58, 60, 62, | g7 + 1 784
63, 69, 71, 74, 80
5, 6, 8, 10, 12, 14, 15, 18, 19, 20, 21, 22, 23, 25, 27, 28, 29, 31, 33, 36, 38, 40, 41, 42, 45, 49, 54, 60, 62, 63, | ¥62 784
69, 73, 75, 77, 80
1,5, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 34, 36, 38, 40, 43, 45, 47, 48, 49, 53, 54, 56, 58, 60, 61, | zgg + 1 784
62, 63, 69, 71, 74, 80
3,5, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 48, 49, 53, 54, 56, 58, 60, 61, 62, | =40 784
63, 67, 69, 71, 74, 80
1,5, 6,7, 8,10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 29, 31, 33, 36, 38, 40, 41, 45, 47, 49, 53, 58, 60, 63, 71, | x12 + 1 785
75, 76, 80
1, 5, 6, 7, 10, 12, 16, 19, 21, 23, 24, 25, 27, 31, 33, 36, 38, 40, 41, 43, 47, 49, 52, 56, 58, 60, 63, 67, 69, 71, | 42 785
73, 77, 80
1, 5, 6, 10, 12, 14, 15, 16, 19, 21, 25, 27, 30, 31, 33, 36, 38, 40, 41, 43, 45, 47, 48, 49, 53, 54, 56, 63, 69, 71, | @55 785
73. 75, 80
1, 3, 6, 7, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 63, 65, 69, 71, 74, | @34 785
75, 77, 78, 80
1, 5,6, 7,8, 12, 13, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 52, 54, 56, 58, 60, 62, 69, | *54 785
71, 73, 79, 80
1,3, 5,6, 7, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 69, 71, | x13 + =55 + zg0 + ©64 785
74, 75, 77, 78, 80
1,3, 5,6, 7, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 65, 69, | x22 + z49 + g4 786
71, 74, 75, 77, 78, 80

z3 24 + 27+ 212 220 + 222 + 230+
1, 3,6, 7, 8, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, 69, | z36+w39+wgo+rg3+zg5+ag7+T51+ 786
71, 74, 75, 77, 78, 80 r58 +*g3 + g9 +x7q + 7o + w7y + 1
1,3,6,7, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, 69, | 14 I r23 + a1 +war + w49 + @50 + 786
71, 74, 75. 77, 78. 80 =58 + T64

z3 + 24 +x14+z22+230 +234 t238+
1, 3,5, 6, 7, 8 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, | x41 + 42 + 45 + T47 + T49 + T51 + 786
69, 71, 74, 75, 77, 78, 80 z58 + ®61 + g5 + g9 + @72 + @7

z3 +xgq +a20 +222 + 230 + 234 + 238+
1, 3,5, 6, 7, 8 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, | x40 + 42 + 45 + T49 + =51 + T58 + 786
69, 71, 74, 75, 77, 78, 80 z61 + ®g5 + vg7 + g9 + T7o + @7

zg + w29 +x30+®32 +t @42 +243+ g9+
1, 3,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, 71, 75, | =51 +a57+w58+r59+ze0+z62+T6a+ 791
77, 79 r66 + r67 + T8 + g9 +x7g w72 + w76
1, 3, 6, 7, 8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, 71, 75, “17+’”26+m30+z32*”41+“43+’”47+1 791
77, 80 z57tre2tres tereetrrotrretaoryt

@] +a17+wge + w28 +wg1 tag3tarar+
1, 3,6, 7,8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, 71, 75, | x49 + 59 + g2 + T4 + g5 + Te6 + 791
77, 80 70 + T7o + w7g + @76 4 1

@14 + @17 + @26 + w30 + 243 + 247 +
1, 3,6, 7, 8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, 71, 75, | x50 + 57 + 58 + =59 + g5 + w70 + 791
77, 80 z7p t gy tegz +1
1, 3,5, 6,7 8 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 40, 41, 43, 45, 47, 49, 53, 56, 58, 63, 65, 69, 71, ,’”12+,$26+“”30+’”39+m41+z45+m47t 791
75. 77. 79 z57trs5gtrsgtaeetreatrrataret

z5 tx18 Fx20 Tx26 Fz28 Fz29 230 F
1,3, 5,6, 7,8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 65, ®31 + @32 + @41 + @42 + @aq + @50 + 791
69. 71. 75. 77 z51 + #56 + *57 + re2 + req + xe7

M z69 w7 + @7y a7y g7 @7z +1

z7 Frg tx10tarr T2 Fr13 Fris+

z17 + @19 + w0 + @26 + @30 + ®31 +
1,8, 6, 7,8 10, 12, 14, 15, 16, 10, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 65, 69, | *33 1 ¥37 + 239 + @40 + @41 + @42 + 791

Table 2: Maxterms and superpolys after 784 initialization rounds of Trivium (continue).




Marco Cianfriglia[0000—0002—6775—-7804] o 5]
maxterm bits superpoly round
1, 3, 5, 6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 21+j2m8+z32+z47+w58+m59+”62+ 791
65, 69, 71, 75, 77 64 74

z3 T x4 Fxg F o7 Fxg Fx10 F 213+

z15+x19+ @23 +xog+ w30 +a33+e34+
1,3, 5, 6, 7,8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 65, | “35 T*38T¥39FTra0+ra1+eaztoaqt 791
69. 71. 75. 77. 80 @7 trgg+r49 +T50 @53 +r54 + 55+

Ty z56 +r58 +261 +r62+ 265+ 66+ 267+

z68 g9 + 71 + w70 ft 276 277+ 27

z10 T 211 F @12 T3 F s Fair +

@19 + @20 + ¥29 + ¥31 + w32 + 33 +
1, 3,5, 6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 65, | =37 + 39 + T40 + T4] + T42 + T44 + 791
69, 71, 75, 77, 80 z46 + T48 + ®49 + 50 + @53 + w57 +

z60 +rg7 + 70 + T7) +T76 + 278 + 79

zlo Tl Tei2 T3 T4 TTI5 T LI7 T

z19+x20+w26 +r29 t®31 +a33+x37+
1, 3,5, 6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 65, | x39+x40+e42+z4q+x46+xgg+w53+ 791
69, 71, 75, 77, 80 z57 +r58+ 259 +T60 + 266 +T67 T8+

z7q t @7y f 7o t ezt 7 fegg + 1

T3 T T4 @ T 211 T 215 T 217 T 19 F

@20 + w22 + ®30 + ®34 + @35 + w37 +
1, 3,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, | =38 + 43 + z47 + =51 + 54 + 57 + 791
69, 71, 75, 77, 79 z58 + rg0 + g1 + T4 + g5 + a7 +

z68 + w70 + w70 + w7y f @77+ @79 + 1

w3+ x4 txgtwy] ForoFo5 Foi7+

@18 + ®19 + @20 + x22 + x30 + 34 +
1, 3,6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, | x35+xg7+x38+=39+ 242 +r43+Tg5+ 791
69, 71, 75, 77, 79 z47tae50+ 25456+ 257 Hr58tre1+

ras + g9 + 70 + T7g + 278 + w79 + 1

z1 + o5 + 29+ 214 +218 + 220 + 226 +
1, 3,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 69, 71, | zog+xga+T4] +o40+243+Ta5+Tg7+ 791
74, 75, 77, 78, 80 r49 + 66 + Ta7 +®59 tT7g F w76 + 27
1, 5,6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 29, 31, 33, 36, 38, 40, 41, 42, 45, 47, 49, 53, 58, 63, 69, | 61 791
71, 72, 76, 79, 80

z3FrgFretortzgFfzrl Fri7Frigt

220 +x22 w26 +r2g t 229 +231 +x34+
1, 3, 5, 6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, | x35+x37+x38+239+241 +246+T50+ 791
65, 69, 71, 75, 77, 79 z51+w54+55+56+258+761 + 765+

z66 + v67 + ®74 + 276 + 78 + *79 + 1
1,3, 6,7, 8,10, 12, 14, 15, 16, 19, 21, 23, 25, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 69, | x43 + z47 + @58 + w79 + w74 + 1 791
71, 74, 75, 77, 78, 80

z12 T @17 + @26 + 227 + w29 + 230 T
1,3, 5, 6,7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 41, 43, 45, 47, 49, 53, 56, 58, 62, 63, 69, | 232 T 40 + @43 + @45 + o6 + w49 + 792

z53 + #54 + ¥56 + *59 + 62 + req +
71, 75, 77, 80

z65 + zg7 + ®69 + 7o + w74 + 275
1, 3, 5, 6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 63, | x12 + 26 + z39 + w56 + xgg + 1 792
69, 71, 75, 77, 78, 79, 80
1,3, 5, 6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 56, 58, 61, 63, 212i;”14If26rf30j;40++f4ﬂrtz“?ﬁ 792
69, 71,75, 77, 78, 79, 80 48+ z56+r66+ 267 +r68 +TT4+TT5
1,3, 5,6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 63, | x1g + ©43 + =56 792
69, 71, 74, 75, 77, 78, 79, 80

214 + z16 + 226 + 229 + 230 + 241 +
1, 3, 5, 6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, | 45 + =55 + 56 + 59 + T2 + T4 + 792
65, 69. 71, 75, 77, 78, 79, 80 266 + 68 + 7q 7] f a7y +1
1, 3,6, 7,8, 10, 12, 14, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 41, 43, 45, 47, 49, 53, 54, 56, 58, 61, 63, 69, | x45 + =72 793
71, 75, 77. 80
1,6, 7,8, 10, 12, 14, 16, 19, 21, 23, 25, 27, 30, 31, 33, 38, 40, 43, 45, 47, 49, 51, 52, 56, 58, 63, 67, 69, 71, | =19 + =55 798
73, 77, 80
1,3, 5, 6, 7, 8 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 65, 69, | =36 + =52 + zg0 + 63 798
71, 74, 75, 77, 80
1,3,5,6,7, 8,10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 65, 69, | 10 iz” If27if36;r;37++;40 + 798
1. 74 75, 77, 80 52 59 60 T 63 66 67
1,3, 5,6, 7, 8 10, 12, 14, 16, 19, 21, 23, 25, 33, 36, 38, 40, 43, 45, 47, 49, 53, 56, 58, 61, 62, 63, 65, 69, | x27 + z54 + zg0 798
71, 74, 75, 77, 78, 79
1,3,5,6,7 8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, | O +_f111+123+$£3:$36+“”53+‘”60+ 798
69, 71, 74, 75, 77. 80 762 63 T ¥64 T *79
1,3,5,6,7, 8, 10, 12, 15, 16, 19, 21, 23, 25, 27, 33, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 61, 62, 63, 65, | 0 *_flrl+”j_22+”j3;’?f:w52+“53+ 798
69, 71, 74, 75, 77, 80 60 T *62 63 64 T *79
5,6, 7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 34, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 60, 61, 62, | zgs + zge + g7 + 1 798
63, 67, 69, 71, 74, 80
1,3, 5, 6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 54, 56, 58, 62, 69, 71, | xo5 + 1 799
73, 80
1,3, 5,6, 7, 8 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 56, 58, 63, 69, 71, 75, | x12 + 38 + ©39 + 240 799

77, 80

Table 2: Maxterms and superpolys after 784 initialization rounds of Trivium.
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2 Specifics of the Attacked Ciphers

In the following, we briefly describe the three ciphers
we selected as test case targets for our attack.

2.1 Trivium

Fig. 1: Trivium Cipher [? ].

Trivium [? ] is a synchronous stream cipher con-
ceived by Christophe De Cannire and Bart Preneel, not
patented, and specified as an International Standard
under ISO/IEC 29192-3. It is part of the eSTREAM
portfolio [? |. Trivium combines a flexible trade-off be-
tween speed and gate count in hardware, and a rea-
sonably efficient software implementation. Quoting [?
]: “Trivium is a hardware oriented design focused on
flexibility. It aims to be compact in environments with
restrictions on the gate count, power-efficient on plat-
forms with limited power resources, and fast in applica-
tions that require high-speed encryption”. Particularly
interesting is the fact that any state bit stays unused
for at least 64 iterations after it has been modified. This
means that up to 64 iterations can be parallelized and
computed at once, allowing for a factor 64 reduction in
the clock frequency without affecting the throughput.

Trivium generates up to 264 bits of output from an
80-bit key K = {z1,...,250} and an 80-bit Initial Vec-
tor IV = {wvy,...,vs0}, and it shows remarkable re-
sistance to cryptanalysis despite its simplicity and its
excellent performance. It is composed by a 288-bit inter-
nal state sq,...,sogg consisting of three shift registers
R1, R2 and R3 of length 93, 84 and 111, respectively.
The feedback to each of these registers and the output

bit of the cipher are obtained through non-linear com-
binations involving in total 15 out of the 288 internal
state bits (see Figurell]). During the initialization phase
the key bits filled the first 80 bits of R1 whereas the IV
bit fill the first 80 bits of R2; all the remaining unfilled
bits of R1, R2, and R3 are filled with 0 except for the
last three bits of R3 that are filled with 1. The three reg-
isters are update simultaneously using the same rules
in both initialization and keystream generation modes;
the only difference is that the output z is produced only
in keystream mode. The update function is defined as
follow where 4 denotes the bit XOR operation and the
- represents the logical AND:

t1 < Se6 + S93

tg <= S162 + S177

3 < S243 + Sass

Z2 411 +1ta+ 13

11 <= t1+ S91 - S92 + S171
to < t2 + S175 - S176 1 S264

t3 < t3 + Sag6 - S287 + S69

(81, ey 893) < (tg,sl, . ,892)
(8945 .-+, 8177) < (t1, 504, ..., 5176)
(5178, - -+, S288) < (t2, 5178, ..., S287)

The initialization phase involves 1152 rounds and it
guarantees that the output begins to be produced only
after all key-bits and I'V-bits have been sufficiently mixed
together to define the internal state of the registers.

2.2 Grain-128

/‘14 }5

9(z) f
)
-
[+ D] LFSR |

| NFSR
i 2 7
h(z)

)

6

Fig. 2: Grain-128 [? .

Grain-128 is a variant of Grain vl [? ], a stream
cipher belonging to the eSTREAM portfolio, proposed
by Hell, Johansson, Maximov and Meier [? ]. Grain-128



Marco Cianfriglial0000—0002—6775—7804] o 5]
maxterm bits superpoly round ‘
1, 6, 8, 10, 12, 14, 18, 20, 23, 25, 27, 31, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 69, 73, 75, 77, 80 z60 799
1,3,5,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 54, 56, 58, 62, 69, 71, 73, 80 @og + 1 799
1,3,5,6,7, 8,10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 56, 58, 63, 69, 71, 75, 77, 80 295 + 240 799
1, 3,5,6,7,8,10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 40, 43, 45, 47, 49, 53, 56, 58, 63, 69, 71, 75, 77, 80 x19 + x38 + 39 + x40 799
1, 5,6,7,8,10, 12, 14, 15, 16, 18, 20, 23, 25, 27, 33, 36, 38, 40, 41, 43, 47, 49, 53, 56, 58, 63, 69, 71, 75, 77, 80 zg7 + 1 799
1, 5,6, 7, 8,10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 31, 33, 36, 38, 40, 41, 45, 47, 49, 53, 56, 58, 63, 69, 71, 75, 80 Ty2 799
1, 5,6, 7,8, 10, 12, 14, 15, 19, 21, 23, 25, 27, 31, 36, 38, 40, 41, 45, 47, 49, 53, 56, 58, 63, 69, 71, 73, 75, 77, 80 z53 799
1, 5,6, 8, 10, 12, 14, 15, 16, 18, 19, 20, 21, 23, 25, 27, 31, 33, 36, 38, 40, 41, 45, 49, 54, 56, 62, 69, 73, 75, 77, 80 w64 799
1,3,5,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 69, 71, 80 w36 + 1 799
1,3,5, 6,7, 8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 40, 41, 43, 45, 47, 49, 53, 56, 58, 63, 65, 69, T1, 75, 77, 80 w38 799
1, 5,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 54, 56, 58, 60, 62, 65, 69, 70, 71, 73, 80 T56 799
1,3,5,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 33, 34, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 69, T1, 74, 80 zgo + 1 799
1, 6, 7, 8, 10, 12, 14, 16, 19, 21, 25, 27, 30, 31, 33, 36, 38, 40, 41, 43, 45, 47, 49, 51, 52, 56, 58, 63, 67, 69, 71, 73, 77, 80 zg6 + 1 799
1,3,5,6, 7,8, 10, 12, 14, 15, 16, 19, 21, 25, 27, 33, 34, 36, 38, 40, 43, 45, 47, 49, 53, 54, 56, 58, 62, 63, 67, 69, 71, 74, 80 T58 799
1,5, 6, 7,8, 10, 12, 14, 15, 16, 19, 21, 23, 25, 27, 33, 36, 38, 40, 43, 45, 47, 49, 53, 54, 55, 56, 58, 62, 63, 67, 69, 71, 74, 80 z37 799
Table 3: Maxterms and superpolys after 799 initialization rounds of Trivium.
maxterm bits superpoly round ‘
1, 6, 7, 8, 10, 12, 14, 18, 20, 21, 23, 25, 27, 31, 33, 34, 36, 38, 40, 43, 45, 47, 49, 53, 56, 58, 62, 63, 67, 69, w4 800
73, 75, 77, 80

Table 4: Maxterms and superpolys after 800 initialization rounds of Trivium.

is very compact and easy to implement, especially in
hardware as stated by the authors. It supports 128-bit
keys and 96-bit IVs. Its main components are a a Linear
Feedback Shift Register (LFSR), a Non-linear Feedback
Shift Register (NFSR), and a non-linear boolean func-
tion h(x). Both the LFSR and the NFSR have 128-bit
inner states, denoted, respectively, s;,s;11,

<oy Si4127
and bi, bi+1, ..

., bi+127, which altogether represent the
inner state of the cipher. The two inner states are up-
dated as follows:

8i4+128 =8; + Si47 + Si+38 T Si470 + Si481 T Si496
bit128 =8i + bi + biye + bits6 + bi—o1 + bitost
+ bit3biver + biv11bit13+
+ bit17bit1s + biyorbiysot+
+ bita0bitas + bit61bites + bitesbitsa

The boolean function h(x) is defined as
h(x) = xox1 + Tox3 + 425 + TeT7 + ToTaTs

where its input vector x = (zo, ..., zs) is composed of
two state bits from the NFSR and seven from the LFSR

as follows:

X = (bi+127 8485 Si4135 Si4+20, Di+95, Si+42, Si+60, Sz‘+95)

Finally, the output function takes as input the out-
put of h(x) added to s;i93 and b;y; where j € A =
{2,15,36,45,64,73,89}.

In the initialization phase, the first 96 bits of the
LFSR are filled with the IV bits whereas the remaining
32 bits are filled with 1. On the other hand, the key bits
are used to completely fill the NFSR. Grain-128 defines
256 initialization rounds where the output of h(x) is
used as feedback both to NFSR and LFSR.

In Figure 2| the overview of the cipher in keystream
mode is reported. A very interesting feature of Grain-
128 is that the last 31 bits of both the NFSR and the
LFSR are not used in the update function, and this
allows to easily speedup by a factor of 32.

2.2.1 SNOW 3G

Within the security architecture of the 3GPP system,
two standardised algorithms, UEA2 and UIA2, are re-
spectively responsible of data confidentiality and in-
tegrity. Both of them are based on the SNOW 3G stream
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maxterm bits bits set to 1 superpoly round ‘
{0, 4, 14, 19, 21, 23, 27,41, 46, 69 } {42} 2190 168
{0, 2, 4, 14, 19, 28, 42, 46, 68 } { 45, 55} e191 163
{17, 23, 36, 37, 41, 63, 68, T4 } (28, 45, 55} *116 170
{0, 27, 28, 31, 36, 45, 55} {4, 17, 19, 21, 23, 42, 63, 68} z108 164
{14, 23, 27, 41, 42, 45, 50, 55} (2, 4, 17, 46} zos 165
{0, 4, 14, 17, 19, 27, 41, 46} {21, 28, 45} 92 162
{2, 17, 27, 28, 36, 45, 74} {19, 23, 41, 42, 68, 69} r84 165
{0, 36, 42, 74} {2, 17, 21, 37, 46, 55, 68, 69} zg1 162
{0, 4, 19, 31, 41, 42, 46} {17, 21, 55, 68} T80 162
{0, 2, 4, 14, 21, 28, 41, 46, 50} z79 163
{21, 27, 28, 31, 37, 45, 69} {2, 41, 46, 55} z76 165
{4, 14, 17, 19, 27, 45, 68, 69} 70 170
{19, 23, 31, 36, 37, 41, 55, 69} z59 168
{4, 27, 28, 31, 42, 46} {19, 21, 36, 41, 50, 63, 69} z49 + 96 + T124 161
{4, 14, 21, 27, 37, 46, 50, 55, 69} {17, 23, 41, 42} T41 162
{4, 28, 31, 36, 41, 46} {0, 50, 55} z35 162
{19, 28, 36, 37, 68, 74} {42, 63, 69} 32 170
{17, 21, 31, 37, 42, 46, 55, 63} {36} 25 162
{14, 17, 19, 27, 28, 36, 39} {68} @03 167
{17, 19, 27, 28, 50, 63, 69, T4} {2, 21, 36, 45, 46, 55} r21 170
{14, 19, 23, 27, 36, 46, 55, 63} {0, 21, 41, 42} T8 167

Table 5: Maxterms and superpolys after 160 initialization rounds of Grain-128.
cipher, an evolution of the previous algorithms SNOW
and SNOW 2.0.
SNOW 3G, whose design is reported Figure [3] gen-
erates a keystream using a 128-bit key K and a (pub-
lic) 128-bit initial vector IV, and relying on the com- .,

bination of two interacting modules, a Linear Feedback
Shift Register (LFSR) of length [ = 16 and a Finite
State Machine (FSM) built upon 3 registers R, Ro
and R3, and making use of 2 S-boxes S7 and S;. The
S-boxes are particularly important to provide stronger
diffusion, making each output bit depend on each input
bit, and introducing a source of non-linearity in the ci-
pher. The 16 cells of the LFSR and the 3 registers of
the FSM store 32-bit words. Accordingly, all internal
and combining operations are based, other than on the
2 S-boxes, on bitwise xor (@) over F32, or on addition
modulo Fasz (H).

To define the seed, the 128-bit secret key K and
the initial vector IV are split into 4 32-bit words as

Fig. 3: The design of Snow 3G.

K = (Ko, K1, K5, K3) and IV = (IVy, IVy, 1V, IV3).
With 1 denoting the all-one 32-bit word, the seed of
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Marco Cianfriglial0000—0002—6775—7804] ot 5],

the LFSR is defined as follows:

ss=Ko@® 1 ss=Ko®1
sS\=K o1 SS=K &1V
SS=K,®1 sl =Ko @ 1@ IV;
sS=K3® 1 s\, =Ks®1

5§ = Ky sy = Ko ® IV}
sg:Kl 5(1)3:K1

sgng 3(1)4:K2

59 = K3 sl = Kz @ IV,

The 3 registers of the FSM are initially set to zero as
RY = RY = R} = 0, where 0 denotes the all-zero 32-bit
word.
For each ¢ > 0, the inner state of the FSM is updated

as

R =R B(Ri @ sh)

Ry = Si(RY)

R = Sy(RY)
and the output of the FSM is computed as

F' = (s1; BRY) & R)
with the contents st and s!; of cells 5 and 15 of the
LFSR at round ¢ being fed to the FSM. On the other

hand, the behavior of the LFSR varies from Initializa-
tion Mode (IM) to Keystream Mode (KM). The IM

consists in 32 rounds during which the LFSR does not
produce any output. During these initialization steps,
the output F* produced by the FSM at round ¢ is fed to
the LFSR and the inner state of the LFSR is updated

as
sitd =5t foralli=0,...,14
41

sttt =a sl @sb@ash @ F!

where o is a root of the polynomial X% + g23X3 4
BH5X? + B8 X 4 239 € Fys[X], and S is a root of the
polynomial X8 + X7 + X°® + X3 + 1 € Fy[X]. When
in KM, the LFSR outputs the content of the first cell
sb, and does not use any feedback from the FSM. For
each ¢t > 32, the inner state of the LFSR is updated as
follows:

t+1

sitd =5t foralli=0,...,14
1.t ¢ ¢
815 = 511 @ 82 @ aSO

where « is defined as in the IM. In other words, it
behaves as a typical LFSR with feedback polynomial
P(X)=1-a X5+ X" 4 aX16,

Finally, the keystream {z'};>¢ is obtained combin-
ing the outputs of the LFSR and of the FSM, as

Zt732 —_ 56 ey Ft

for each t > 32.
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