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Tor: Network vs. Web vs. Web Graph Data, Graphs, Persistence Centralities and Central Hidden Services

The Tor network is an overlay network composed of thousands  We scraped the Tor Web for five months, obtaining three snapshots of the Tor Web which constitute the widest exploration There is no evident correlation among centrality metrics in the
of routers, called relays. It is an anonymity network, represent- of the Tor Web in the literature. To capture persistent features, we defined a CORE Graph, which is induced by stable edges. Tor Hidden Services Graph. Yet, important nodes have either:
ing one of the main infrastructures of the DarkWeb.
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. 3xx: Web redirection; 4xx and 5xx: error codes.
Persistence:

Web resources hosted on Tor constitute the Tor Web. Tor Web 0 - | :
/ " almost 34% appeared in SNP2 only; After removing the 10 top out-hubs from the CORE:

pages may be connected through hyperlinks, thus defining a

= fully persistent hidden services are < 36%;
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Edge set: an edge A — B if there exists at least one link Small-World SNP1 3.79316| 9459 2247 0.00943 0.00617 0.0039 0.000877 A= —2.88 heavy—ta!l
: : SNP2 4.96028]10.138 2.316 0.00407 0.00//9 0.0016 0.000352 A = —3.32 heavy-tail
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\ / = Exploring all Tor is virtually impossible (with a crawler).

The Graph is dominated by few out-hubs (mostly hidden directories) that link to most of the other hidden services. This also . : ) . .
L : . . . = Tor services are highly volatile, but there is a significant
emerges in its highly asymmetrical bow-tie structure, which is always single-ended except for the CORE Graph. . . . .
stable core, with slightly different properties.

= Connections are also volatile (possibly due to volatile
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= 83% to 95% of the o N R = |n all snapshots, the LSCC is small, the OUT set is very large, all other pages).
services are sinks; o T sets are empty;
= Top out-hubs are 50x o ol | » The CORE is similar, but the IN is ~ 0.1% and the TENDRILS are ~ 1%. Studying the topology of the hidden services graph:
ereater than top 2 ol | , ,
in-hubs: 5 ] ) = The Tor Web graph is (ultra?) small, only partially
Previously @CRANIC (IAC-CNR): « The 10 top out-hubs R o s governed by preferential attachment, with clustering not
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